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#Made4Security

About Us

We are CryptoGen Nepal, also known as CGN, a Nepal-based cybersecurity firm
working globally. We have been listed as Top 80 globally for CyberRisk Alliance’s Top
250 Managed Security Service Providers (MSSPs) for the last two consecutive yedars.

Founded in 2019 by like-minded security professionals with years of experience, we
now have a team of around fifty cybersecurity experts across diverse domains.

£ sales@cryptogennepal.com G www.eryptogennepal.com



CryptoGen Nepal

Our cybersecurity engagements
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e Security Operations Center

e |S Audit & VAPT

e Dark Welb Monitoring

e Vulnerability Management

e Security Awareness & Cyber Drill

e Incident Response

e Security Consultation

e |ISO Readiness 27001, 27701, 27002 & 27033
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Team Composition

Offensive Security

e \Vulnerability Assessment
e Penetration Testing
e Red Teaming

e Monitoring

e Digital Forensics

e Professional Service

Security Operations

¢ |ncident Response

G

Compliance Risk management
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Governance
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Risk & Compliance

e |S Audit
e SWIFT Audit
e |SO/IEC 27001
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Research &
Development

e Product Research
e Product
Development

#Made4Security

Business

Development

e SME
Corporate
BFSI
Government

5 soles@cryptogennepal.com
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Products & Professional
Services

Tenable-Vulnerability FortiSIEM
Management

e NIC Asia e Supreme Court (SIEM)

e Himalayan Bank e NEA (SOC)

e MBL e Everest Bank (SOC)

e Nepal Bank e Himalayan Bank (SOC)

e Prabhu Bank

SayCure LogPoint

e Kamana Sewa

e Himalayan Bank
o SCT (S0OCQ)

e Datahub (Excel Development)

CGN

DNS-LogRhythm

1IZoologic

e Nepal Police

Laxmi Sunrise
NIMB

NTC

Nepal Police
Siddhartha Bank

CTM360

e Everest Bank
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Valued Clients

(k)

Largest Telco

+10 Class ‘A’
Commercial
Banks in Nepal

+12 Global
Customers

2 Largest
Payment Service
Providers

£ sales@cryptogennepal.com G Www cryptogennepol.com
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INnternational Customers

0 GrowByData
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Valued Clients

Security Audit

VAPT
. Services
- NEPAL BANK LIMITE .

SIEM & SOC Professional
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Team Strength
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Platform Security
Administrator Analyst

Cloud
Administrator

ANALYST
CERTIFIED ETWICAL HACKER
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Red Team
Analyst

Professional
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Team Recognition
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. Information System Audit (IS Audit)

v

An information Systems oudit is the process of testing
controls and reviewing against dictated organizations
policies. Audits are meant to provide conlidence to
stakeholders while making keen observation and conformity
to reguiations. At CryptoGen Nepal, we aim to provide highly
professional audit services creating volues to our
professional and demanding clients

Security Operations Center (SOC)

Many assets are safeguarded by security operations center
(SOC) teams, including intellectual property, personnel
dato, business systems, and brand integrity. SOC team

act as the key point of collaboration in coordinated efforts
to monitor, assess, and defend against cyberattacks as port
of an orgonization's comprehensive cybersecurity
framework.

l' Security Awareness Program

Effective security awareness program turns the end users
and participants into a strong last line of defense against
cyber-attacks. We have a growing kbrary of interactive
cybersecurity training modules, videos, and articles that are
constantly updated. From phishing ottacks to insider
threats, our customizable cybersecurity education
curriculum covers o wide spectrum of security hazards. We
offer these customized training progroms to the corporate
level porticipants

—
/ > Vulnerability Assessment & Penetration
@ Testing (VAPT)

Vuinerability assessment is a method of identifying o
systems defects, issues, and vuinerabilities in a methodicol
manner. It is a thorough examination of the system with the
goal of identifying and exploiting possible flaws. Penetration
testing is a detaoiled examination of found vuinerabilities
that is then escalated to have the most impact on the
system; we refer to this as VAPT (Vulnerability Assessment &
Penetration Testing)

Security Assessment and Hardening

A corporate business solution is made up of numerous
interconnected digital infrastructures, such as operating
systems, virtual machines, web servers, dotabases, and 0
on. Its important to review the underlying infrastructures for
security weoknesses in order to reduce the attack surface.
As a result, Cryptogen Nepal steps in to offer Operating
System hardening, Server hardening, and Database
hardening services.

: I | l Vuinerability Management

Vulnerability management is the process of finding,
analyzing, prioritizing, and remediating vuinerabilities that
are identified on a regular basis. Risk based vuinerability
management helps find criticality rating of all the assets
presented so that patch team can focus on fixing the
vuinerabilities that matter most. Based on your needs and
requirements, CryptoGen Nepal can assist your organization
in selecting, deploying, and troining the industry's top
vuinerability management solutions.

CGN



Cyber Socurity Consultont

AS O CONBRARGNT WO DOSS0S VONOUS 0apantine knowledgoe ond
XPOrONCeS raNgINg oM tThe opoeration, risk, CoOMPAaNCe INChxing
VWinoroiity Assessment and Penetration tostng Frowal
Maonogement, Encryption Technologes, Threat Intoligonco. No
MOt how COMPAaK yOur DUSINOSS QUOStIons, wo have the
COPOtins ONd expanonco 10 dolver tho answors

66 SWIFT CSP Assossmeont

Socety for Workiwicke nterbank Financiad Telecommuncations
(SWFT) under Customer Security Program (CSP) aims ot detection
ond proavention of froudhdoent activity by means of O set of mandotory
SOCUrity CONLrols ONd ComMmunity wicks iInformation sharing iIntiothve
ANl assessment of IoCal arvironment against the mandatory and
OCMVISOry COMIOls O 1ot down 08 Por SWIFT Custonmer Security
Controls Framework (CSCF) need 10 be done. CryptoGen Nepd is 0
Istod CSP ASS0SS0r 10r Such INGOPReNTON 0x1omal SSeSSMents UNdor
this S\WIFT CSCF

Darkweb Monitoring and Brand Protection

#Made4Security

ISO 27001 Assurances

We can support you throughout your ISO 27001 readness and
cortdication phases We review oll the avallable polkcies,
procedures, forms and formats and map them with the
documentations required for an organizotion to comply with
the international standard. We follow ISACA guidelines along
with some of the best known indusiry proctices, regulotory
requirements of the land, IT frameworks, Guideines &
Standards ke COBIT S, 15O 27001, NIST Fromework, NRS IT
guidelines, NTA Cyber Bylaws, ITIL, PCI DSS, etc

Provickos sohstion for scanning and monitonng the Dark Web 24x7 for any exposed occounts connected with user omal oddross, ths contans
the Victim s nama, phone number, Socicl socurity number, ackkiress, Dank detolls and other crucil personcl detols o3 wel as responds o

those thveats

Wo Providie Various Protection suites such 08 Brand Protection, Anti-Fihshing , Brand Montioring, Webaite Threot Protection, Thed Port
Assossment ond Dota Loss Recovery which nciude C-Level Exacutives 0coount monitonng, doman suted, social sute, mobie opp sute,
brand sulte which chocks If the attacker is Impersonating as legitimate person/firm




IS Audit

e IT Frameworks

e |SO/IEC 27001

e Reqgulatory Audit

e Ransomware Readiness
e NIST Framework

e SOC2

1.Scoping and Pre-Audit Survey
2.Planning and Preparation

< Document
Review

#Made4Security
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3. Fieldwork
4. Analysis

— Interview and Meeting

—> Document
Review

5. Reporting
6. ClLosure

—>» Document
Review

54 sQles@cryptogennepalcom
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VAPT: Vulnerability Assessment and Penetration Testing

Penetration

Vulnerability

Assessment

Testing

¢ |dentification of Security Gapsin Simulated cyber risk assessment

Manual breach evaluation

Business Infrastructure

Provide attack narrative on

e Professionals using global standard

methodologies identified vulnerabilities.

e Expertsin Web Applications, Modern Quick report for critical findings
APIs, Mobile Applications, IOT, Block
Chain, Cloud Infrastructure

e Usingindustry standard tools such

as Tenable, BurpSuite, Metasploit

59 soles@cryptogennepalcom
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VAPT: Approach

Vulnerability Assessment & Penetration Testing

Testing Guideline Methodology

Information
Gathering

Broken Access Control

===
_—

-
T

Vulnerable and Qutdated
Components /

7 Identiﬁcgtio'n and Reporting
Authentication Flaws
8 Software and Data
\ Integrity Failure

9 Security Logging and
\

Threat
Modeling

Monitoring Flaws

.lo Server-Side Request Ex II(D)ci)tsénttion
! Forgery (SSRF) P

S

Vulnerability
Analysis

e

Exploitation

59 soles@cryptogennepalcom



Vuilnerability Operations Center

Vulnerability
Assessment

Vulnerability Operations Center

Penetration
Testing

#Maded4Security

Vuinerability
Management

Continious Vulnerability
Assessment

Proactive Pentest

Asset Management

one-click report generation

Vendor/team assignment for

] Compliance Monitoring
collaboration

SME Assistance Audit Management

Scanner Integration

Customizable report
templates

Automated Email
Notifications
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Our Solutions

Our Team at CryptoGen Nepal has invested years of research to develop
solutions to cater for Cyber Security requirements

VASaycure.

Risk Monitoring Risk Management

Detect, Correlate, Mitigate Security Risks. Visual Risk and Compliance Management.
e Threat Intelligence e Vulnerability Tracking
e Vulnerability Detection e Compliance Management & Reporting
e File Integrity Monitoring e Asset Tracking



oS
VulnReveal

Risk Operations Focused
Solution
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#MADEASECURITY

Overview 3}0
Jolote
Powerful Risk Operations management platform with capability to ’
assist for Risk and Compliance Tasks. PRIORITIZE RISK MITIGATION

Streamline with effcient
risk management
approach.

—
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VULNERABILITY
MANAGEMENT
Centralized view of
Vuinerabllity by Severity

vulnerabilities across
SR infrastructure.

Vuinerability by Status

PROFFESIONAL INSIGHT

o— Our dedicated security
professionals provide
guidence in relation to
the identified security
risk.

CRYPTOGEN NEPAL
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Value
Proposition

Get the complete visibility of all metrics associated with the VOC program and take
advanced of all resources associated with your business critical application.

e Metrics based analytics

e Status of reported
vulnerabilities

'-f.' f-.o-f

e Report based on criticality

of the security risk

e Prioritization and
enablement of
responsible resources

CROWD SOURCED EXPERT INSIGHT
RISK ASSESSMENT

=0 &=

I:m:‘@l) % e
= &= G
100% VISIBILITY TRANSPARENT
MANAGEMENT CONSOLE WORKFLOW

V CRYPTOGEN NEPAL



Compliance
Management

Get the complete visibility of your compliance and quickly manage your organizational
requirements.

Risk Analytics Dashboard
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Asset
Management

Track assets residing in the organization for richer visibility.
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Steps of reproduction

Report
Management B

frrerr s o Owth Entarprne

) 11 have the Edint Branded Sharing Pages permuns erabled

Subdomain Takeover on videos.saycure.io Gl n

Simply visiting the web page showed an error.

Report Summary

404: Page Not Found
Report ID: a7icHclS-H72-4ci2-acBb-dab2cc/c28e7

Reported by: CryptoGen Nepal security@cryptogennepal.com Sept. 26, 2023, 7:17 p.m. Using host command, | was able to determine that the subdomain ‘'videos.saycure.io’
Affected Endpoint [ System: something khalti.com - NJA was CNAME to something saycure.io

Concerned Product: * cryptogennepal com.np

Vuilnerability Type: Cross-Site Scripting

Severity: CVSSANAVN/ACA/PRNJUEN/S:CICA/EN] AN Update Severity

Attendeoeos: el Aswion Seport ]
Generated with VulinReveal n
Vulnerability Details P o et

Vulnerability Summary

| was able to find the subdomain videos saycureso is vuinerable to takeover as it has an unclamed CNAME something saycureio . As | did not have an account to claim the
CNAME, | cannot create o PoC of a successiul subdomoin takeover

Who Can Use This Feature?
Steps of reproduction
Indrvidusl Plans Borness Plam
Essertinly Srowh Erterge e
1003 At have 1he £ Branded Sharing Pages perm 11.0n e~abied

Who Can Use This Feature?

videos.saycure.o is an alias for something. saycure.io

Individual Plans Businoss Plans

something.saycure.io has address 52.44.183.139
Essentials Growth Enterprise

something.saycure.io has address 35.171.218.107
Users must have the Edit Branded Sharing Pages permission enabled

Impact

CRYPTOGEN NEPAL




Solution Components

Q o
A A
Usar - Hunter Chont Admin

Y
Creaswe Manage
Ropornt with Assets mout
Attachments of scopes

Report Submission Portal
Hosted in Client's
Infrastructure

Handle

- Authentication,
- Authorization and

?ﬂ KYC

Database and Object
Storage
Yande Performs
o communication| retesting o le ) _| Communicate
wth ensure W Munters
Develcgors misgatons
Niew Assigned Fix
Yasks | " [Vuinerabimes| <] |
Teack Repon i}?-
— »T Regen
?ﬂ Progress nage \
Triager / Admin
Update on le> Communcase
liw»d ask " tra ]
0w Communcan Assions
with leam R Exciude false-
leport 10
about e Soecific positves and
business parties maintain
criuCaity Quaity

CRYPTOGEN NEPAL
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Self-assessment

Do you have a continuous visibility to
cyber risk and vulnerabilities?

What measures are being taken
to mitigate risk expect adding
another security product?
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SIEM as a Product

Correlation - | Compliance
Log Collection
Alerting

Visualization

Reporting
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SayCure as a Product

Endpoint Detection

Response Action

Case Management

Threat Intelligence Platform
Endpoint vulnerability detection
Compliance Monitoring
Dashboard Customization

SIEM Dashboard

m
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SayCure as a Solution

O 0 0 0 o

Aggregate Logs

Generate Alerts

Event Correlation
Vulnerability Management

Compliance

o 00 O

5

Analytics

Consolidate Security
Alert

API Integration
Case Management

Automated Response

#Maded4Security

Qualify Anomalies

Threat Hunt & Incident
Response

Alert Prioritization &
response

O 0 0 o

Periodic Actionable
Report

58 8010880 ryptogennepalcom
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Complexities of a SIEM

Implementation

Tuning
Integrations
e SIEM Tuning and Management - Compliance

e Technical Resources to operate SIEM
e Continuous monitoring challenges

. . . . . Log Collection %@?
e False positive identification and resolution I

Alerting

Monitoring

Platform Expertise Resources

Retention
False Positives

&9 soles@cryptogennepalcom
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Security Operations Center

Security Operations Center is a modern necessity for

protecting_business_services by establishing a base

identification, continious monitoring_and _response

through, skilled manpower, standard procedures and

detection technologies.

SOC is built through three (3) key

aspects: TECHNOLOGY

e Security Information and
Event Management
(SIEM)

e Threat Intelligence

¢ |ncident Management

&

PEOPLE

Skilled Detection Analyst
Defined Responsibilities
Qualified Team Lead
Alert Engineers

SOC

£ soles@cryptogennepal.com

#Made4Security

PROCESS

Standard Monitoring
Procedure

Incident Handling
Procedure

Alert Playbook
Detection.Runbook

D) WWW CryplogQennepolLcor

R
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SOC

Log Sources

Log Sources:

Firewall

Web Application Firewall (WAF)
Anti-virus (AV) and End-point Protection
(EPP)

Business Critical Application Servers
Database Servers

Identity and Access Management
Active Directory (AD)

Privilege Access Management (PAM)

Operational Process of

o —
O

SIEM and SOC

Tools

SOC Technologies:
e SIEM
e Case/Incident Management
o Threat Intelligence
o File & Registry Integrity Monitoring
e Vulnerability Management Platform
e Dark Web Scanning Tool

Continious Monitoring
and Response

1

#Made4Security

SOC

SOC:

24x7 Detection and Response
Alert Qualification and Escalation
Incident Handling

Periodic Vulnerability Assessment
Compromise Assessment

Digital Forensics

CGN

54 8010

2 Crypltogennep:

.
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SayCure as a Solution

= g Dashboard  AEEEREITEE Problem Description SayCure SOC-as-a-Service

[¥) » Search

SayCure utilizes log management to track, store SayCure is a comprehensive SIEM solution that
Log Management and analyze security-related data, enabling assists to retain logs for compliance and
effective threat detection and response forensics purposes

&  + Add filter

" Saycure. SOC Dashbc

SayCure monitors for security threats across all Our SOC team monitors client’'s infrastructure
Threat Monitoring endpoints, network traffic, and user behavior to 24x7 for identifying, qualifying and steps to

tNa . .
Agent Name quickly identify and remediate potential risks. eradicate threats
Select... v
SayCure assists to timely and effectively SayCure SOC comprises of security
Incident Handling respond to security incidents, minimizing practicionairs to qualify alerts into incidents
4 37 307 38 damage and ensuring business continuity. and analyze for Root Cause.
I
Total Agents Total Alerts High Level Alerts
- Vulnerability assessment for identifying gaps in Our team consists of offensive security experts
" : Vulnerability - . ‘
Vulnerabilities Status Secunty Events by Username T systems and applications across your to perform periodic Vulnerability Assessment
environment and report gaps on your environment
® Active @ SYSTEM

® Ripple Device

@ manishchapagainiil...
® CGN-ASISHS
@ Abishek.Shrestha

Conduct phishing campaigns to simulate Our in-house developed phishing simulation
Phishing Campaign attacks and educate employees on how to helps clients to determine phishing readiness of
recognize and avoid them. the users and provide insight with training.

Our SayCure platform has out-of-the-box
compliance monitoring and reporting in
addition to gap analysis and readiness for your
compliance needs

Monitor compliance with industry standards
and regulations, including HIPAA, PCI DSS, and

® Solved r: "‘
GDPR, NIST 800-53, etc.

CGN . £ pCrypltogennepalcom

Compliance
Monitoring
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SOC Architecture

.

Raw Logs

P —

e Connectionvia L2TP VPN

e Accessto Web Ul for dashboard
e Access to Backend for platform tuning

and Optimization

#Made4Security

Analyst

Customer Environment

IPSEC VPN |
-
|
CGN Customer

Alert Notification
Periodic Report
Platform Health

Check Report

Incident/Analysis

Report

« Alertupdates

« Report Feedback

« Recommendation
Response

« Analyst/Engineer
Point of Contact

Tier 2 Analysts

Escalation review
Deliverables verification
Customer Point of Contact
Incident Handling

Threat Hunting

Platform Tuning
ParserDevelopment
Platform Health Check

Case Escalation,
Deliverables Review,
Use case requirement

Q CryptoGen Nepal ——

Tier 1 Analysts

e Alert & Incident view
e Dashboard creation & tuning

e Use case creation
e Reporttuning
e Alert Notification

e Deliverables creation
e First Responder

54 soles@cryptogennepal

com
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SayCure as a Solution

B Vg owecws  NITM Debens RS G (G Reew g > 0}

MITRE Dashboarg

T OTAC T AT Tecbvugpns vee

\\l
&
. Command and Scripting Interpret ngress 100! Transfe

Event Triggered Execution

‘ Wity Regalry ‘)‘
~l File Deletion, Data Destruction eheaus

Mas ]..“'.l.! ng

Fie and Directory Dascovery Scheduled Task/Jod

Mapping MITRE Tactics and Techniques to the logs for threat navigation

54 5010880« f‘,';;!:,u‘nhr'q(n:! com
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SayCure as a Solution

S /| Cevieat Weamerstiny Management

CVE-2023-40217
CVE-2023-2/7043
cernon CVE=2007-4559

CVE-2024-0518

CVE-2023-36632 =+

CVE-2024- 0210 CVE 2024 0209

A

. Dashboard

SEVi

Vuinerabilities v

CVEs

A w e e

m "‘ltu‘ I\a"“v. — m

Agent Name

#Made4Security

Published Date v

CVE-2007-4559 affecting

CVE-2007-4559 affects Py
CVE-2023-27043 affecting
CVE-2023-27043 affects f
CVE-2023-36632 affecting
CVE-2023-36632 affects f
CVE-2023-40217 affecting
CVE-2023-40217 affects f
CVE-2024-0209 affects W

CVE-2024-0210 affects W

CVE-2007-4559
CVE-2007-4559
CVE-2023-27043
CVE-2023-27043
CVE-2023-36632
CVE-2023-36632
CVE-2023-40217
CVE-2023-40217
CVE-2024-0209

CVE-2024-0210

Agent based Vulnerability Detection

DESKTOP-M87PSAK
DESKTOP-M87PSAK
DESKTOP-M87PSAK
DESKTOP-M87PSAK
DESKTOP-M87PSAK
DESKTOP-M87PSAK
DESKTOP-M87PSAK
DESKTOP-M87PSAK
abi

abi

sQles@Cryplogennop:

Aug 28, 2007 @ 05:45:00.(
Aug 28, 2007 @ 05:45:00.C
Apr 19, 2023 @ 05:45:00.0
Apr 19, 2023 @ 05:45:00.0
Jun 25, 2023 @ 05:45:00.0
Jun 25, 2023 @ 05:45:00.0
Aug 25, 2023 @ 05:45:00.(
Aug 25, 2023 @ 05:45:00.C
Jan 3, 2024 @ 05:45:00.00

Jan 3, 2024 @ 05:45:00.00

\com
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Cyber Security Coverage

e Vulnerability Assessment
e Penetration Testing
e Phishing Campaign

e SIEM

e Vulnerability Management
e Dark Web Monitoring

e Brand Protection

e Security Monitoring

e Cyber Security Consultation
e CXOtraining

e Cyber Security Awareness

e |ncident Response

e |SO 27001 (ISMS) e |T Audit
¢ Ransomware Audit




